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nology in domains, such as authorized identification, fingerprint-based payments, and access control systems. However,
recent studies have revealed the vulnerability of these systems to spoofing fingerprint attacks. Attackers can deceive authen-
tication systems by imitating fingerprints using artificial materials. Thus, the authenticity of fingerprint under scrutiny must
be ascertained prior to its use to authenticate the user’s identity. The development of a spoofing fingerprint detection tech-
nology has attracted extensive attention from the academia and industry. The creation of spoofing fingerprints involve the
use of diverse materials. The present research disregards the correlation of data distribution among spoofing fingerprints
crafted from various materials, which consequently leads to limited generalization in cross-material detection. Hence, a
high-generalization spoofing fingerprint detection method based on commonality feature learning is proposed through the
analysis of the distribution correlation among counterfeit fingerprint data originating from diverse materials and the explora-
tion of invariant forgery features within the material domain of distinct counterfeit fingerprints. Method First, to character-
ize and learn the features of spoofing fingerprints obtained using various materials, a multiscale spoofing feature extractor
(MFSE) is designed, and it includes a multiscale spatial-channel attention module to allow the MFSE to pay more attention
to fine-grained differences between live and fake fingerprints and improve the capability of the network to learn spoofing fea-
tures. Then, a common spoofing feature extractor (CSFE) is constructed for further analysis of the distribution correlation
between spoofing fingerprint data of different materials and extraction of common spoofing features between spoofing finger-
prints made from various materials. Under the guidance of prior knowledge on MFSE, CSFE calculates the distance of the
feature distribution extracted by MFSE and CSFE in the regenerated Hilbert space through the feature distance measure-
ment module and minimizes the maximum mean difference (MMD) of data distributions to reduce the distance between
them. The multitask material domain invariant spoofing feature learning is implemented, and a material discriminator is
designed to constrain the learned common spoofing features and remove specific material information from the spoofing fin-
gerprint. CSFE involves the calculation of multiple loss functions. Manually setting the weight ratio of these loss functions
may prevent the improvement of model performance. Therefore, an adaptive joint-optimization loss function is used to bal-
ance the loss values of each module and further expand the generalization capability of the network in the presence of
unknown material spoofing fingerprints. The training process involves the use of a fingerprint image containing two kinds of
labels, which include the authenticity label of the fingerprint and material label of the forged fingerprint. The true finger-
print lacks material properties and is marked as 0. Forged fingerprints are numbered from 1 based on the material category,
and the authenticity of fingerprints and type of forged materials are assessed based on the authenticity and material labels ,
respectively. The random gradient descent method is used for optimization, and the learning rate setting is from 0. 001,
which is reduced by 0. 1 time per 10 epoch. Result The experimental results on two public datasets revealed that the algo-
rithm proposed in this paper achieved the best comprehensive performance in the cross-material detection of forged finger-
prints. On the GreenBit sensor of LivDet2017 dataset, average classification error (ACE) reduced the rate by 0. 16% com-
pared with the second-ranked spoofing fingerprint detection model and increased true detection rate (TDR) by 2. 4%. On
the Digital persona sensor of LivDet2017 dataset, ACE reduced the rate by 0. 26% compared with the second-ranked forg-
ery fingerprint detection model and increased TDR by 0. 7%. On LivDet2019 dataset, ACE reduces the rate by 1. 34% on
average compared with the second-ranked spoofing fingerprint detection model and increases TDR by 1.43% on average.
These findings indicate a an increase in the corresponding generalization. A comparative experiment was performed to
verify the superiority of the multi-scale spatial-channel (MSC) attention module to the convolutional block attention module
(CBAM) module in spoofing fingerprint detection. To better evaluate our method, we conducted a series of ablation experi-
ments to verify each module involved in common feature extraction training to aid in the cross-material spoofing fingerprint
detection task. To reveal the improved generalization performance of CSFE compared with MFSE in cross-material spoofing
fingerprint detection, this paper visualized the distribution of the proposed features using the t-distributed stochastic neigh-
bor embedding algorithm. Conclusion The method proposed in this paper achieved better detection results than other meth-
ods and exhibited a higher generalization performance in the detection of spoofing fingerprints made of unknown materials.
Compared with spoofing fingerprint detection using the same material, the extant spoofing fingerprint detection technique
harbors substantial scope for the refinement of its generalization capabilities for cross-material detection. Cross-material

spoofing fingerprint detection aptly aligns with practical requirements and bears immense importance in the realm of
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Fig. 2 The specific implementation steps of the proposed algorithm

3.1 ZREMSHIERIER

T T A A AR AR S0 R AR 22 S
fib, Bt 17— 2 N D Ff Ak S By (MSFE) , fn
BI3FR. 5 ARG RIS M, HEREaE
A8 IE] AR AR AU B g S ) 22 S SRS, — T .
PR AR BE RR Y RAT 55 0 Ry 1 A DR DR 2
S0 51 A B A T % oM K ], R SR

ResNet (residual network ) P 5 /E R T/ 2%, %
BRIEP PN 22 )2 B AR 5 [ A0 o AL B2 A5 B 5%
2, Tok AT RAE B b B A0 B2 22 5, ke, Sk
T —A 2 RUE 23 ()8 (MSC) TE R B DL >
FUBRAR S0 22 RO AR RE A5 B, BIE R 25 B R ) 4
NERZFETIA—DEEER IR M, R
SR EGHEATREG B IR SE T RHIE R e B . R,



$29% /98 /2024 £9 A

=RIEHE, BREF, @MER, AER, EEE
HERFEF I BZUAERLRN

R T AU 22 R A A Y T N T — Al A
BNE M, iE A SRR B 2 T
R ) ORI BE ) o TR T,
F,(x)=W (F)+ W,(F')+ W,(F")+ F,+ M_(F,)
F.=M.(F)+M.(F)+M.(F'") (3)
K, F R iR 2B AR R, W, W, W, A 3R
RINAFEBERZWNRE, F,FF 5508 Bk
3ANERUZ BB RE , F o 3 223 (8] 13 2 1 R E
B A A5 B B RRAE I, MRS B 2 M,
JEEIEFEE S)E . B4 TAE(Abdullahi %, 2022)%.5.
B B X R AT B FRB R ) (5 4 S B
&K, EERIZH ﬁué%xﬁlﬁl%ﬂ:ﬁ%ﬁ%,h?‘é

FRE R A
(SRS Ny

EECES ‘
I1%a§%$l

2 MG Hetir A MSC 1 25 7 86 e 35 7540 17 1 12 75 )
FCE AR5 15 R4 SO R #EAT ARl &, LR
RGBT B A G 22 5, i — 20
$& T+ MSFE X 45 5 Oh & R AE 1Y 2% ST BE ) o iRk
4 >4 32 2 A RN, I 2R H dropout 7R g #E 17 8Y
B, A o0 38 SUIR 4 % pRBGHTH SR Dh i R R
Ly, F AR
Ly =—lxlogx +(1 —«)log(l —x) ] (4)
K, o WA BEAR IR, £ 22 NUE fh i FRAE 4
AR X 4R SURE AR G r e o o X T [l R
$8 80, MSFE B SR I M 27 2] 2 O i A, I8 FH %
FRIESE T IR SCE I %00

PhiesE R

1 ™\ ~
2
7 3
4 ﬁm
ﬁﬁ
% — R LN 1 14 %
- g o * " BN 2k
Sy ARG SO E R SR
L HSLC T S R )

@ EaEtin & HibsaRE
B3 R s o F H s

Fig. 3 Multi-scale spoofing feature extractor
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Fig. 4 Common spoofing feature extractor
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Table 1 Details of the experimental datasets LivDet2017 and LivDet2019
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Table 2 Comparison between different network layers

) Ace/%
E+ ML ZE Flops/GMac ZH0UM
DigitalPersona GreenBit Orcathus S
101 95.13 95.71 93.62 94.82 8.95 47.30
50 95.02 95.98 93.21 94.73 4.67 26.06
18 94.74 95.41 93.59 94.58 2.67 15.36

T L P SRR 5 8 R A2 2R
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Table 3 The ablation experiments of each module in the training process of common feature extractor
/%
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N - - 586  79.25 5.93 7432 479 7737
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Fig. 5 Comparative experiment of attention module in

multi-scale spoofing feature extractor
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Table 4 Comparison of detection performance (TDR) of our method with the same sensor and
the same material on LivDet2017 and LivDet2019

/%

- LivDet2017 LivDet2019
LGRS
GreenBit DigitalPersona Orcanthus GreenBit DigitalPersona Orcanthus
DeFraudNet( Anusha 4§ ,2020) 99.67 99.14 99.04 99.42 99.26 99.56
CFD-PAD(Liu%,2022) 99.24 98.85 99.26 99.46 98.43 99.33
CSFE(430) 99.13 99.73 99.48 99.52 99.66 99.29
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Table 5 Comparison of the performance of the proposed method on LivDet2017 and LivDet2019 with

the same sensor across materials

1%

LivDet2017

LivDet2019

Irik GreenBit DigitalPersona

Orcanthus

GreenBit DigitalPersona Orcanthus

ACE TDR ACE TDR

ACE TDR ACE TDR ACE TDR ACE TDR

FSG(Chugh % ,2018) 484 9107 535 6229

DekFraudNet

e 3.17 90.47 3.52 8795
(AnushaZ$,2020)

FUSION

(Gonzdler-Soler g, 2021) 84— 33 -
CFD-PAD(Liu%,2022)  2.59 9343 333  90.73
OPG(Rai % ,2023) 526 - 636 -
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1.68
3.47
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562 6659 - - - - - -
532 8661 346 89.82 468 8596 504 85.09

562 - - - - - - -
9732 278 9355 639 88.86 2.67 93.94

- - - 1845 - 245 -
9338 228 9472 243 9392 310 91.99
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Fig. 6 The multi-scale spoofing feature extractor and the common feature extractor extract the fingerprint feature distribution map
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